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My previous presentations at MUM

e (2016 @ MUM Middle East) - System integration and analysis

e (2016 @ MUM Spain) - Integracion de MikroTik con cabeceras de fibra optica
* (2016 @ MUM Europe) - Securing and testing with MikroTik

e (2015 @ MUM Spain) - Pruebas de seguridad y configuracion con Mikrotik

JOSE MANUEL ROMAN

@JOSE.roman@fibercli.com g+34 652 241 431
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PROJECT BASED

* Fiber optic installation outdor and
indoor (Hotel and Office Building)

* Wireless installation Rural area and

City

. business inquirieS : hello@fibercli.com



mailto:hello@fibercli.com?subject=[Ask Project] 

CONSULTANT
* Mikrotik Products

* Licensed Antennas
» Ipv4 Brocker

 Advanced monitoring integrations

business inquirieS : hello@fibercli.com



mailto:hello@fibercli.com?subject=[Ask Consultant] 

TRAINING

» Official Mikrotik Training Partner
with three different languages and
modules (English, Indonesia and
Spanish)

» Courses on premises of companies in
Europe and middle east

* Specialized in IPv6

. business inquirieS : hello@fibercli.com



mailto:hello@fibercli.com?subject=[Ask Training] 

AGENDA

" Traffic Generator Introduction
= Special Use Case
" Example

R ————— —



Objetive

The goal of this presentation is to explain the
operation of the traffic generator




Problem

What to do when | need to test or audit whether
a router or a system is working correctly?




Symptoms

We have a complex configuration and we have no
idea how to test it.




Solution

Traffic generator




TRAFFIC GENERATOR
INTRODUCTION




WHAT |S
TRAFFIC
GENERATOR?




Traffic Generator is a tool that allows to evaluate performance of DUT
(Device Under Test) or SUT (System Under Test). ”

https://wiki.mikrotik.com/wiki/Manual:Tools/Traffic Generator

g
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https://wiki.mikrotik.com/wiki/Manual:Tools/Traffic_Generator

WHAT'S TRAFFIC
GENERATOR CAN
DO?



'

Traffic Generator tool can generate and send RAW packets over specific ports.
It also collects latency and jitter values, tx/rx rates, counts lost packets and
detects Out-of-Order (OOO) packets.

Traffic Generator can be used similar to bandwidth test tool as well as
generate packets that will be routed back to packet generator for advanced
status collection. {{

‘3 J! vaidi| f




DEVICE UNDER TEST

e i e b MikroTik X2
[ o o o o o W [N “@5°: 1,10/ BOARD 1100 Alf

TRAFFIC GENERATOR

Test performance of device or system before migrate to production
infrastructure such as:

* PPS (Packet Per Second) « CPU
 Throughput / Bandwidth  Hardware Encryption

4 FiberC I>
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Test performance of link (wired or wireless) between sites :
 Latency o Jitter
* Packet loss  Bandwidth

SITE1 SITE 2

I T I @ po L erB0ARD 1100 A I T W @89 50erB0ARD 1106 A7

‘; FiberC I>_



DEVICE UNDER TEST

I T W @@ poeB0ARD 1100 A I T @80 g BOARD 100 A2 I I N C@: p oo BOARD 1100 A

TRAFFIC GENERATOR TRAFFIC GENERATOR TRAFFIC GENERATOR

Polices (firewall or qos) test performance of device :

* Creating “fabricated” packets

4 FiberC I>_



EXAMPLE




CASE 1

Simple Traffic Generator



TRAFFIC GENERATOR DEVICE UNDER TEST

T T T o e [ RuuterBOAéwD;{ﬁT(;s I)\‘I% T T o o o o o [ - RuuterBOAéwD;{ﬁT(;s I)\‘I%

10.1.0.0/24

: :‘ FiberC 1>
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[ip address
add address=10.1.0.1/24 interface=etherl network=10.1.0.0

Address List =] E3

 |Addess  [Netwok [inteface  |¥|

o 10.1.0.1/24 10.1.0.0
2 admin@00:50:00:02:02:09 (DUT) - WinBox v6.38.1 on x86 (xB6)
Session  Settings  Dashboard

Sesson:[0050.00:02.0209

/ip address
add address=10.1.0.2/24 interface=etherl network=10.1.0.0

| &l Mew Teminal

| 2. Make Supout rif

&) Manual

9 New WinBox
Address List =] E3

52 System

& Queues

[ | Files

L) Leg

L@. Radius

‘gg Tools

|| New Teminal

| . Make Supout rif

& Manual
Fiber > @ New WinBox







® admin@00:50:00:02:01:09 (TRAFFIC_GENERATOR) - WinBox v6.38.1 on x86 (x86)

Session  Settings  Dashboard

H Cuick Set Traffic Generator Settings
| Intedaces Test ID:

i Bridge Latency Distribution Max.- 0
[=F PPP -
Stats Samples To Keep: First Header || v

Traffic Generator Port <port 1=

Cluick Start MName:
Star ) nteface: [sthert  [[¥]
/tool traffic-generator port | se ] FrstHooder: [moc |

add interface=etherl name=portl | mectPoa |

|| New Terminal Packet Templates

Latency Distrbution Samples:

Latency Distribution Measure Interval

., Make Supout rif
| = Make supo Raw Packet Templates
& Manual

9 New WinBox
E = Running: no

4 FiberC I>



@ admin@00:50:00:02:01:09 (TRAFFIC_GEMERATOR) - WinBox v6.38.1 on xB6 (xB6)
Session  Settings  Dashboard

Traffic Generator Settings
Test |D:

Latency Distribution Maoc.:
Stats Samples To Keep:

Traffi
Latency Distribution Samples: EI

Sy [Name  /|HesderStack  [Dsta  |DastaByte Pot  |inteface  |¥]
< Routing Latency Distribution Measure Interval Quick Start

¢ Generator Packet Templates

Svste =
‘-YStt.m Start
& Queues
] Stop
|__| Files
|| Leg Inject Poap
#) Radius Stats
%, Tools

|| New Terminal Packet Templates
. Make Supout rif
; Bizalis Raw Packet Templates
Manual
9 New WinBox

B o Fawngre

4 FiberC I>



Mew Packet Template
General ‘ MAC IP

Name:

Header Stack: |mac

lip

||.|d|::u

Data: ||.|ninitia|ized

Data Byte:

Port

Interface:

Assumed Port:

Assumed Interface:

4 FiberC I>

Packet Template semplate-13

Genersl MAC 1P UDP

Src.
Dst.:

Protocal:

Assumed Src.
Agsumed Dst.
Assumed Protocol

. |00:50:00.02:01:00

: |DD:54]:DD:DZ:'I]2:1}D

: 800 gp)

Packet Template <template-1=
General MAC P |L.|DF‘

L ]10.1.0.1

Dst.: [10.1.0.2

Protocaol: |

Gateway: |

DSCP:

IP1D:

|
|
Frag. Offset: |
|

TL:

Assumed Src.: [10.1.0.1

Assumed Dst.: |

Assumed Protocol: |17 {udp)

Assumed DSCF: |0

Assumed IP ID: [0

Assumed Frag. Offset:

Assumed TTL:

[tool traffic-generator packet-template

add name=template-1 port=portl ip-dst=10.1.0.2 ip-src=10.1.0.1

MNew Packet Template
General MAC P UDP |

Src. Port: |

Dst. Port: |

Assumed Src. Port: |

Assumed Dst. Port: |




@ admin@00:50:00:02:01:09 (TRAFFIC_GEMERATOR) - WinBox v6.38.1 on xB6 (xB6)
Session  Settings  Dashboard

B SRETNECN /tool traffic-generator stream

i Quick Set Traffic Generator Seftings add name=stream-1 packet-size=1500 tx-template=template-1
Test ID:

Traffic Generator Streams
Latency Distribution Maoc.:

Statz Samples To Keep: MNew Packet Stream

PS |PPS  |TxTemplate |v

Mame:
Latency Distrbution Samples:

= Default Port:
Latency Distibution Measure Interval Quick Start
Start
Q Cueues = ID:
R Stop
|__| Files Packet Size:
Inject Pcap
MEPS:
Stats
PPS:
Ports
T Template:

| New Teminal Packet Tem slates

| . Make Supout ff enabled

Raw Packet Templates
& Manual

= Stre
B
E Edt Running: no

4 FiberC I>



A L) Uiz I <) HA = A DR 50 0 [ = =G TEHIDE | Start
Session  Settings  Dashboard | | .
Stream: - Sto
o Safe Mode | Session:[D050.00:02:01-09 i | P
Port: = Cl
A5 Quick Set : : ; m] : =
8 Interfaces Test ID- Interface: | | % | New Window
B Packet Size: -
oy Bridge Latency Distribution Mz : us | oK | : e | | v
PPP : a
= Stats Samples To Keep: 100 | Canicel | - | | h
el | pos | MBPS: [10 |=
2z P ¥ Latency Distibution Samples: |64 - o |t — " = | -
) x Template: |template- -
4. Routing I Latency Distribution Measure Interval: |0-131us Quick Start I
{2 System I = |Seq /|ID  |TxPackets |TxRate Fx Packets  |Fx Rate |Lbst Packets | Lost Rate -
& Gueues 28 0 826 10.0 Mbps 0 Obps 826 10.0 Mbps | »
| Stop N ER 825 9.9 Mbps 0 0bps 825 9.9 Mbps
[ Files _ 30 0 826 10.0 Mbps 0 Dbps 826 10.0 Mbps
| Log | P |y 826 10.0 Mbps 0 0 bps 826 10.0 Mbps
B Rodius | Gite | 32 0 825 9.9 Mbps 0 D bps 825 9.9 Mbps
13 0 826 10.0 Mbps 0 0 bps 826 10.0 Mbps
S Tools ) | Ports N E 824 95Mbps 0 Obps 824 9.9Mbps
& New Terminal 35 0 826 10.0 Mbps ] Obps 826 10.0 Mbps
= _ | PacketTempiates | (M 50 825 9.9 Mbps 0 Obps 825 9.9 Mbps
L Make Supout if [ Raw Packet Templates | [ 37 0 826 10.0 Mbps 0 Obps 826 10.0 Mbps
& Manual | | R 1] 825 5.5 Mbps 1] Obps 825 5.5 Mbps
.. Streams 19 0 826 10.0 Mbps 0 0 bps 826 10.0 Mbps
ERET | PR 826 10.0 Mbps 0 Obps 826 10.0 Mbps
E Exit Running: no A n oIR o0 Rk n o W, 0K a0 ul-l R
. »
20 items

Oj =




® admin@00:50:00:02:02:09 (DUT) - WinBox v6.38.1 on x86 (xB86)
Session  Settings  Dashboard

m Safe Mode | Session:| 00:50:00:02.02 Memory/990.4 Mig CPU-0% B (%
Ay Guick Set Interface List
# Interfaces Interface | Interface List Ethemet EolP Tunmel IP Tunnel GRE Tunnel VLAN VRRP Bonding LTE

+-|=| [vllx] ol [7]
e~ fope e i R ]

R 4irether]
#}eether? Eﬂ'n:erl'n:et

«*. Routing
coy System

] iihzeﬂ'u:er'b Eﬂ'n-'rl'n-'t
e (Jueues 4ibether7 Ethemet
| Fles 4jretherd Ethemet
I_I = #; “l-"thl-'rq Ethemet
.. Log 4{#ether10-Manag Ethemet

. Radius

,ﬁ Toals
| New Teminal

| . Make Supout rif

& Manual

9 New WinBox

10 tems (1 selected)

4 FiberC I>



Packet Template stemplate-1:
General MaC IF | UDP

Tl 100 1.0.1
Dst: (101.02

-
g
(=]
0
o

4 4 4 4O

o
o | &
L =
5 g

@ 4 4 4

ﬂ

Frag Ofiset: | |

ﬂ

Assumed Src: [10.1.001
AssumedDst:| |
Assumed Protocol: |17 judp)

AssumedFrag Ofiset: 0|
Asumed TTL: 64 |

4 FiberC I>

Because we only send (tx) traffic to the
destination address as above, DUT/SUT only
receive traffic without sending the packet back



Packet Template stemplate-1:
General MaC [P |L|DP

g Ofset: | ]

9 4 4 4

ﬂ

Assumed Src | 10.1.001
AssumedDst: [ |
fssumed Protocal: |17 {udp)

Assumed Frag. OfFset: 0|
Assumed TTL 64 |

4 FiberC I>

Ip address etherl on Traffic-Generator device

Ip address etherl on DUT/SUT device

We change the template in the “IP” section like
this.



Quick Start

Test ID: (1 Start
|
|
|
|
|

Stream: Stop

Part: Close

Interface: Mew Window

Packet Size:

PPS:

MEPS: |10

Tx Template: |template-'|

‘Tx Packets  |Tx Rate Fx Packets  |Rx Rate Lost Packets | Lost Rate Lat. Min. |Lat. Avg. |Lat. Max. |Jitter |
10.0 Mbps 10.0 Mbps 0bps #17us B05us 5.44ms 5.23ms
5.9 Mbps 5.9 Mbps 0bps 263us T20hus 5.16ms 4 Sms
5.5 Mbps 5.5 Mbps Obps Z/0us 7hlus 6.07Vms h.8ms

10.0 Mbps 10.0 Mbps 0bps 301us B3Tus 6.2%ms
5.5 Mbps 5.9 Mbps 0bps 304us 827us 5.3ms
10.0 Mbps 10.0 Mbps Obps 227us 817us 5.03ms
5.9 Mbps= 5.9 Mbps 0bps #19us 1.17ms 11.3ms
10.0 Mbps 10.0 Mbps 0bps 2350s 912us 8.85ms
10.0 Mbps 10.0 Mbps Obps 243us 1.04ms 13.2ms
10.0 Mbps 10.0 Mbps 0 bps 188us 862us 5.6ms
5.9 Mbps 5.9 Mbps Obps #13us B60us 16.7ms
5.9 Mbps 5.9 Mbps 0bps 246us hB2us 3.78ms
10.0 Mbps 10.0 Mbps 0 bps 248us 890us 5.8ms
10.0 Mbps 10.0 Mbps 0bps 152us T3us 6.03ms
100 Mbee 100 Mbre Nboe Hile 1 NGme 10 Sme

|0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0

SEEEEEEERERERIEEE
SEEEEEEEEEREEE

'(‘ FiberC




Interface <etherl= = E3

' General Ethemet Loop Protect Status Traffic |
@ admin@00:50:00:02:02:09 (DUT) - WinBox v6.38.1 on xB6 [xB6)

Session  Settings  Dashboard

H Cuick Set Interface List LAN Bonding
| Interfaces Interface | Intefface List Ethemet EolP Tunnel P Tunnel GRE T VRRF —
[, Dridge

TR Rate: f19

H

TR Packet Rate: |8 /8

FP Tx/Rx Rate:

FP Tw/Fox Packet Rate: Comment

TR Bytes: Torch

Name  /|Type  fAchwalMTU [LTx R v
1500 99 s 99 s

Eth
4jretherd Ethemet
4jretherd Ethemet
#irethers Ethemet
#iretherk Ethemet

& Queues Hrether7 Ethemet

Ta/Roc Packets Cable Test
TR Drops: Blink

Reset MAC Address

1 Files #jretherd Ethemet
— Ethemet
| Leg Ethemet

& Tools
|| Mew Teminal
| o, Make Supout rif

4 FiberC I>



CASE 2

Multi-Port Traffic Generator



TRAFFIC GENERATOR DEVICE UNDER TEST

. - e L WikroTik X2 . e Ty L MikroTik X2
Il o o o« W @: o0 B0ARD 1100 AR TSI oo o o« Wl N “@°: 10 BOARD 1100 Al

: :‘ FiberC 1>
e %



@ admin@00:50:00:02:01:09 (TRAFFIC_GENERATOR) - WinBox v6.38.1 on x86 (x86) =|0] x

A Quick Set
| Interfaces
SE Bridge
L,.J PPP

“I5 Mesh

el I

&l IPvE

& Routing

27 System
e Cueues
[ Filles

.. Leg

‘@. Radius

s Tools

[ New Teminal

| 2 Make Supout rif

Fiber

Session  Settings  Dashboard

—_ . Make Supout rf

/ip address
Session: [00:50:00:02:01:09) add address=10.1.0.1/24 interface=etherl network=10.1.0.0

add address=10.2.0.1/24 interface=ether2 network=10.2.0.0
add address=10.3.0.1/24 interface=ether3 network=10.3.0.0

 |Addess  [Netwokk [inteface ||

7 10.1.0.1/24 10.1.0.0 cthe /ipv6 address
Egig}gﬁ I . add address=2001:10:1:0::1 interface=ether1
add address=2001:10:2:0::1 interface=ether2

06 e add address=2001:10:3:0::1 interface=ether3

EEIIEW

=10l x|

Jitems out of 13

7 10.1.0.2/24 10.1.0.0
£P10202/24 102.0.0
5P10.3.02/24 103.00

/ip address

add address=10.1.0.2/24 interface=etherl network=10.1.0.0 V6 Address Lt =1 £
add address=10.2.0.2/24 interface=ether2 network=10.2.0.0 #][=] k4
add address=10.3.0.2/24 interface=ether3 network=10.3.0.0 Global | %] [is [#] _ﬂ +][=] m
/ipv6 address .::: .............. I cuu : ......................................................................... ; _ .................................... : _ .................................

add address=2001:10:1:0::2 interface=etherl
add address=2001:10:2:0::2 interface=ether2
add address=2001:10:3:0::2 interface=ether3 _ Jitems out of 13







TRAFFIC GENERATOR

DEVICE UNDER TEST

l-‘} FiberC I>_



@ admin@00:50:00:02:01:09 (TRAFFIC_GEMERATOR) - WinBox v6.38.1 on xB6 (xB6)
Session  Settings  Dashboard

BE s

Aar Quick Set Traffic Generator Settings
|/ Intefaces
o Bidge Latency Distibution Max.- us 0K
Sarre Stats Sampls To Keep: [100 |
nLg Mesh Stats Samples To Keep: m Cancel Traffic Generator Packet Templates
2zl P Latency Distribution Samples:
S [Name  /|HeaderStack  [Dsta  |DataByte Pot  [inteface ¥
¢, Routing Latency Distibution Measure Interval: |0-131us Quick Start
e e ' Start )
& s | s )
- Stop j
|__| Files

o Inject Pcap
.., g

59_ Radius III

&, Tools i

|| New Terminal Packet Templates

| . Make Supout ff Raw Packet Template

e
anua

9 New WinBox

/tool traffic-generator packet-template

add header-stack=mac,ip,ipv6,udp ip-dst=10.2.0.1 ip-gateway=10.1.0.2 ipv6-dst=2001:10:2::1/128 ipv6-gateway=2001:10:1::2 name=portl-to-port2
add header-stack=mac,ip,ipv6,tcp ip-dst=10.3.0.1 ip-gateway=10.1.0.2 ipv6-dst=2001:10:3::1/128 ipv6-gateway=2001:10:1::2 name=port1-to-port3
add header-stack=mac,ip,ipv6,raw ip-dst=10.1.0.1 ip-gateway=10.2.0.2 ipv6-dst=2001:10:1::1/128 ipv6-gateway=2001:10:2::2 name=port2-to-portl
add header-stack=mac,ipv6,ip,udp ip-dst=10.3.0.1 ip-gateway=10.2.0.2 ipv6-dst=2001:10:3::1/128 ipv6-gateway=2001:10:2::2 name=port2-to-port3
add header-stack=mac,ipv6,ip,tcp ip-dst=10.1.0.1 ip-gateway=10.3.0.2 ipv6-dst=2001:10:1::1/128 ipv6-gateway=2001:10:3::2 name=port3-to-portl
add header-stack=mac,ipv6,ip,raw ip-dst=10.2.0.1 ip-gateway=10.3.0.2 ipv6-dst=2001:10:2::1/128 ipv6-gateway=2001:10:3::2 name=port3-to-port2



Traffic Generator Packet Templates =] E3

EEEW

6 items (6 selected)

4 FiberC I>



Quick Start

Test ID: [
|
|
|
|
|

Stream:

@ admin@00:50:00:02:01:09 (TRAFFIC_GENERATOR) - WinBox v56.38.1 on x86 (xB&)
Session  Settings  Dashboard

SE.'SSiun: Interface:

Packet Size:
Asr Quick Set Traffic Generator Settings o
e Test ID: MBPS: [20
i, Bridge o
Latency Distribution Mazx.: us oK T Template]| |port 140-port2 [=]#

=g PPP =
pEp— Stats Samples To Keep: (100 | Cancel |port 140-port3 [=]
5 Me

|port2-tu-port'| " ;l v

25] |P Latency Distribution Samples: |64 | Apply

. |port2-tn-port3 " & | -
# Routing Latency Distibution Measure Interval: | 0-131us Quick Start
w3 System Start
e CQueues
[ Files
.| Log
. Radius Stats
}& Tools Ports

[ New Temminal Packet Templates
| - Make Supout i

& Manual
9 New WinBox

Edt Running: no

4 FiberC I>

Port:

|port3-tn-port'l " * | =

|port3-to-port2 " + | v

Stop

P B Rl P B R P =

[T Packets  [TxRate |Fix Packets  |Fix Rate |Lost Packets |Lost Rate [Lat. Min.|Lat. A... [Lat. M... [ Jitter
1643 15.9 Mbps 1643 15.9 Mbps Obps /253us  165ms 18.5ms 18.3ms
1643 15.9 Mbps 1643 15.5 Mbps Obps 246us 165ms 18.6ms 18.3ms
1643 15.9 Mbps 1643 15.5 Mbps Obps 214us  1.85ms 27.4ms 27.2ms
1643 19.5 Mbps 1643 19.9 Mbps Obps 308us  1.9Ims 282ms 27.59ms
1643 15.5 Mbps 1643 19.9 Mbps Obps 281us  159Ims 20ms  15.7ms
5 858 115.4 Mbps 9 858 115.4 Mbps Obps 214us  1.76ms 28.2ms 28ms
1652 20.0 Mbps 1652 20.0 Mbps Obps 306us  1.7ms 4 38ms 4.07ms
1652 20.0 Mbps 1652 20.0 Mbps Obps | 258us 1.14ms 418ms 3.92ms
1652 20.0 Mbps 1652 20.0 Mbps Obps | 262us  1.14ms 424ms 3.98ms
1652 20.0 Mbps 1652 20.0 Mbps Obps 213us  1.22ms 455ms 4.74ms
1652 20.0 Mbps 1652 20.0 Mbps Obps 283us  1.26ms 467ms 4.35ms
1652 20.0 Mbps 1652 20.0 Mbps Obps 337us  1.28ms 453ms 4.15ms
5512 120.0 Mbps 5512 120.0 Mbps Obps 213us  1.19ms 455ms 4.74ms
3255 15.9 Mbps 3255 15.9 Mbps Obps 3D6us 1.34ms 18.2ms 17.5ms

1 _BOE A0 0 kAL 00E 40 0 RAL oL e 44 10 E 100

3
E

Inject Pcap

]
=

Raw Packet Templates

Streams

]
3

LS B R O —f 6N e R —
F oo oo oo oooo oo oo

4
0
o




@ admin@192.168.111.12 (DUT) - WinBox v6.38.1 on x86 (xB86)

Session  Settings Dashboard
Session:[192.168.111.12 Memory/988.5 MiB CPU: =

As Quick Set Interface List

|8 Intefaces Interface | Inteface List Bthemet EolP Tunnel P Tunnel GRE Tunnel  WLAN VRRP Bonding LTE
L e EE RaE3 . .

=3 PPP

“15 Mesh

lzzs| IR

£/ IPv6 Bt
Ethemet

4 Routing
- = Ethemet

System ‘E’E er/ Ethemet
& Queues sivetherd Bthemet
—= ‘E*Eﬂtherﬂ Ethemet
L Files 4irether10-Mana... Ethemet

.., Log
59_ Radius
Toals
Mew Terminal
| o Make Supout rf
& Manual
9 New WinBaox

Bl Exi

10 tems (3 selected)

4 FiberC I>



® admin@192.168.111.12 (DUT) - WinBox v6.38.1 on xB6 (xB6)
Sessiol ttings Dashboard

Interface <etherd:>

[ Interfaces General Ethemet Loop Protect  Status  Traffic | General Ethemet Loop Protect Status  Traffic | General FEthemet Loop Protect Status Traffic |
5%‘ HERE Tx/Rx Rate: (40.2 Mbps /402 Mbps Tx/Rx Rate: |40.2 Mbps /402 Mbps Tx/Rex Rate: |40.2 Mbps /1402 Mbps
= PPP
“I5 Mesh
23] IP FP Tx/Rx Rate: FP Tx/Rx Rate: FP Tx/Rx Rate:

Tx/Fx Packet Rate: |3 322p/s /332 pss Tx/Fx Packet Rate: |3 322 p/s /332 pis Tx/Fx Packet Rate: |3 322 p/s /3322 pfs

FP Tw/Rx Packet Rate: FP Tx/Fx Packet Rate: FP Tw/Rx Packet Rate:

To/Rex Bytes: |1187.1 Mi T/Fx Bytes: |1160.1 MiB #|1370.4 MiB Tx/Rx Bytes: |1265.1 MiB
TR Packets: (8 f Ta/Fx Packets: Tx/Rx Packets: 876519
TRt Drops: T/Rx Drops: Toe'Roc Drops:
TR Emors: Tx/Fex Emors: To/Re Emrors: eset MAC Address

|| New Teminal

| b Make Supout if
& Manual

9 New WinBox

E ea

enabled running enabled running enabled running link. ok

4 FiberC I>
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Tarch (Running) =] E3
~Bagsic —————————————————————————— -~ Fltes —— Start

Interace: |ETEFINNN + |  Src. Addess: [0.0.0.0/0
Etry Tmeout: (000003 s Dst. Address: [0.0.0.0/0

-Collet ———————————————————————————————————— o Addreesh :
Src. Address Src. Addressg New Window

Dst. Addressé:
Dst. Address Dst. Address6 -
[] MAC Protocol Part MAC Protocol:
Protocal [ ] WLAN Id Protocal:
DSCP Port:

Stop

Close

WLAN Id:
DSCP:

Tx Rate ©|Rx Rate | T Pack...| i Pack.| ¥ |
800 {ip) 19.9 Mbps 19.9 Mbps 1644 1644

Bedd (ipvE) F : 03 15.5 Mbps 19.5 Mbps

26dd (ipvk) 43 0 bps (' bps

Total T: 39.8 Mbps  |Total Rx: 39.8Mbps | Total T Packet: 3 283 Total Rx Packet: 3 288

4 FiberC I>



CASE 3

Fabricated Packets test



In this case we will try a queue tree configuration
that prioritizes voice traffic. QoS router has
mangle rules and queue tree limitations.



* 200.0.0.10

10.0.0.0/24

y —
10.100.0.0/24
— ? DUT

10.100.0.100 10.1.0.0/24

=

10.1.0.100
% FiberC' [>_



SCENARIO

In this secenario we will generates three diferent
packets

e Two packets generated by (IP-PHONE_SIMULATOR) specified like
RTP and SIP packets.

* One packet generated by (INTRUDER) random packet like
spoofing




IP-PHONE_SIMULATOR

® admin@00:50:00:02:05:09 (IP-PHONE_SIMULATOR) - WinBox v6.38.1 on xB6 (x86)
Session  Settings Dashboard

A Quick Set
|78 Interfaces
““‘J 5, Bridge
LUJ FRP

[ip address

(G| New Terminal add address=10.1.0.100/24 interface=etherl network=10.1.0.0

| = Make Supout rf

& Manual
&9 New WinBox

‘; FiberC I>_



CREATE FABRICATED VOIP TRAFIC

RTP CALL voice audio data will be marked by DSCP value of
46 DSCP value of 46 results in a ToS byte value of 184

EF=0xBS8

SIP CALL signaling messages will be marked by DSCP value
of 26 A DSCP value of 26 results in a ToS byte value of 104

AF31=0x68 (=104)75




@ admin@00:50:00:02:05:09 (IP-PHONE_SIMULATOR) - WinBox v6.38.1 on x86 (X86)
Session  Settings Dashboard

E Segsion: |00:50.00:02:05:09
As Quick Set Traffic Generator Settings
[ Interfaces Test ID:
Latency Distribution Mao.:

Stats Samples To Keep: Cancel

Name ¢ |HeaderStack  [Data  [DataByte Pot  [iteface v

Latency Distribution Samples: il

Latency Distribution Measure Interval Quick Start

Start

Q Queues
[ Files

|| Log

Stop

J)g Toals
|| Mew Teminal

| Make Supout rf
; s Raw Packet Templates
Manual
9 Mew WinBox
E Exit Running: no

4 FiberC I>



Packet Template <VOIP_RTP=
General | MAC IP LUDP
LELlVOIP RTP
HeaderStack: [mac  [3]%
b [s#
-
e [3]#

Packet Template W0

IP_RTP

Protocal:

Data: |uninitizlized

Gateway

DaaByter 0]

DSCP:

Port: hd

-

Interface: _
Frag. Offset

Assumed Fort: s

Azsumed Src.

Assumed Dist.
Assumed Protocol

[ ] .
[ ]

I Facket Template <VOIP_RTP>

[1 General MAC 1P UDP |
|: Src. Port:

B Dst. Port:

L pssumed s por:

L T Y —

Azsumed DSCP:
Assumed IP [D:

Assumed Frag. Offset:

Assumed TTL:

/tool traffic-generator packet-template

add ip-dscp=184 ip-dst=10.100.0.100 ip-gateway=10.1.0.1 ip-protocol=udp name=VOIP_RTP udp-dst-port=16384-32767
add ip-dscp=104 ip-dst=10.100.0.100 ip-gateway=10.1.0.1 ip-protocol=udp name=VOIP_SIP udp-dst-port=5060,5061

4 FiberC I>

Packet Template <VOIP_SIP:
General | MAC IP UDP
WECHVOIP SIP
HeaderStack: [mac  [3]$
e [3]%
-
e [3]#

Data: [uninitaized ¥

Data Byte:

Port:

Interface:

Assumed Port
Assumed Interace:

Dst: (10.100.0.100
Protocol: |17 judp) E|
Gateway: [10.1.0.1

DSCP:

Frag. Offset:

TTL:

Assumed Src
Assumed Dst.:
Assumed Protocal:

Assumed Sre. Por:
AssumedDst.Pot: | |
Assumed IP 1D:

Assumed Frag. Offset: I:l
pssumed TTL: 64|

Assumed DSCP:




INTRUDER

® admin@00:50:00:02:01:09 (INTRUDER) - WinBox v&6.38.1 on xB6 (xBG6)
Session  Settings Dashboard

As Quick Set
|/ Interfaces

5 bridge
=7 PPP

/ip address
add address=200.0.0.10/24 interface=ether1 network=200.0.0.0

=0 Mew Terminal

| o, Make Supout rif

& Manual

9 New WinBox

4 FiberC I>_



CREATE FABRICATED RANDOM TRAFIC

e Create random RAW packet in Traffic-Generator




® admin@00:50:00:02:01:09 (INTRUDER) - WinBox v6.38.1 on x86 (x86)
Session  Settings  Dashboard

B —-—

Asr Quick Set Traffic Generator Settings
| Interfaces Test ID:
o Bridge Latency Distribution Ma 0 MName  /|HeaderStack  [Data  |DataByie [Pt [inteface  [[v]
IFﬁ"‘
= Stats Samples To Kesp:
(=300 F —
° Hesh Generel |MN: o .Packei Template <spoof:
=P = Name: EETTE
vE - - e | [ -
—_— IPvE Latency Distribution Measure Interval Guick Start Header Stack: E v
e [sls Dst.:
[
Sty T
AR : Data: [wintiaized  [5] S
[ Files Inject Peap DaaBye:f0 ] s
|- Log o _ ot |~ Po:[ ]
Radius medace: [ |~ FogOfset: [ ]

Packet Templates Posamed ot

L pesumed ece: pasaned S
= Raw Packet Templates - - — Assumed Dst.:

| Make Supaout rif Lozaleks
3 _ I

Sesmed Pt
& Manual

@ New WinBox | Rumningtno hsmedoscr 0]
AsswmedPi:f0 ]
P

&, Routing Start

:||:|
=%
a
2
L L |

]
P

ﬂ

e
-
ry
b
ry
-
rFe
b

m ]

/tool traffic-generator packet-template
add header-stack=mac,ip,raw ip-dst=10.100.0.100 ip-gateway=200.0.0.1 name=spoof
/tool traffic-generator stream add name=stream-1 packet-size=1500 tx-template=spoof

4 FiberC I>



DUT/SUT

@ admin@00:50:00:02:02:09 {DUT) - WinBox v6.38.1 on xB6 [x86)
Session  Settings  Dashboard

o Seesion: Memory{386.1 MiB CPUJ0% M (%)
s Quick Set Address List

s 4 =] v|x][0]|T
5 Bidge -ﬂ

% PPP 710001724 10000 INTERNET
10,1/ [] e CLIENT

DLg ME"Sh ............

=l

¢! IPv6

[
4 Routing ¥
.57 System I
e Clueues Jitems (1 selected)
[ Files
|| Log

ip address
add address=10.100.0.1/24 comment="VOIP SERVER" interface=ether2 network=10.100.0.0

add address=10.0.0.1/24 comment=INTERNET interface=etherl network=10.0.0.0
add address=10.1.0.1/24 comment=CLIENT interface=ether3 network=10.1.0.0

9 New WinBox

4 FiberC I>_



CREATE MANGLE AND QUEUE TREE

e Create two mangle for VOIP and one mangle for rest of
packets destinated to VOIP Server

* Create three queue-tree
* One parent queue (PBX _Traffic)
* One queue for rest packets (REST)
e One queue for VOIP packets (VOIP)



Firewwall =] E3
Filter Fules  MAT Mangle |Himr Service Potz  Connections = Address Lists  Layer7 Protocols

n .. E E 00 Reset Courters 00 Reset All Counters

- WOIP RULES
A mar..

11]1{[!1]11]{!

# mar... prerouting 10.100.0.100

/ip firewall mangle

add action=mark-packet chain=prerouting comment="VOIP RULES" dscp=46 dst-address=10.100.0.100 new-packet-mark=voip-packets passthrough=no
add action=mark-packet chain=prerouting dscp=26 dst-address=10.100.0.100 new-packet-mark=voip-packets passthrough=no

add action=mark-packet chain=prerouting comment="REST RULES" dst-address=10.100.0.100 new-packet-mark=rest-packets passthrough=no

Fiber >



Simple Queues  Inteface Queues EUEUETFEE|MTW

IEHEI 00 Reset Counters

E F'E}{ Tl—.:lfﬁc qlnbal

PBX_Traftic r-;-st-pac:h:-ts

/queue tree

add name=PBX_Traffic parent=global

add limit-at=5M max-limit=10M name=REST packet-mark=rest-packets parent=PBX_Traffic

add limit-at=1M max-limit=1M name=VOIP packet-mark=voip-packets parent=PBX_Traffic priority=1

Fiber >



LAUNCH SIMULATION




* Launch traffic-generator from “INTRUDER” with packets 20
mbps

e Launch traffic-generator from “IP-PHONE_SIMULATOR” with 120
kbps traffic



® admin@00:50:00:02:01:09 (INTRUDER) - WinBox v6.38.1 on %86 (x86)
Session Settings Dashboard

Session:[0050,00:0201.09

Quick Start (Running)

[=]|E3

Test ID
TestiD:f0 | =
Stream: 1
ey Do e (105 ;
Port: >
e | - 7 Lot
Latency Distribution Samples: Pact-c; Gize S — .
S — I P
: -
Start
& Queues 2 weesf0 0 [s
L] Fles TeTemplate:fspoct |+|%
= Inject Pcap
e Sea /[ID  [TxPackets |TxRate  |RxFPackets |RxRate |lostPackets |lostRate ||
A Radius Stats 52 0 1651 19.9 Mbps 0 1651 19.9 Mbps | » |
- 0 19.8 Mbps 0 19.8 Mbps
o _ orts 0 20.1 Mbps 0 20.1 Mbps
| New Terminal Packet Templates 0 19.9 Mbps 0 19.9 Mbps
| Make Supout rif 0 20.0 Mbps 0 20.0 Mbps
Raw Packet Templates 0 19.9 Mbps 0 19.5 Mbps
& Manual 0 19.9 Mbps 0 19.9 Mbps
& New WinBaox —— 0 0
__ 1 1

Running: yes

Z

TRUDER




® admin@00:50:00:02:05:09 (IP-PHONE_SIMULATOR) - WinBox v6.38.1 on xB6 (x86)
Session  Settings  Dashboard

Seszion: | 00:50:00.02:05:09

As Quick Set
|8 Intefaces
E.?EE Bridge @E
13 Mesh Latency Distribution Maoc.: us :
:._ _ P Stats Samples To Keep:

Latency Distibution Samples: |:|

Quick Start (Running)

Latency Distribution Measure Interval: |0-131us Cuick Start

Start

Inject Pcap

[ New Teminal — |E

10
| | Make Supout rif Ports 20
10
10
20

10

& Manual Packet Templates
9 New WinBox

[l B

Raw Packet Templates
Streams

IP-PHONE SIMULATOR

===l




® admin@00:50:00:02:02:09 (DUT) - WinBox v6.38.1 on x86 (x86) - |5’ |5|
Session  Settings  Dashboard
Session: | 00:50:00:02:02:09) Memory{386.0 MiE CPU{15% (%)
A& Quick Set [O][x] =] [E3
| Interfaces interface |Hafacelia;t Ethemst EolP Tunnel IP Tunnel GRE Tunmel VLAN VRRP Bonding LTE Simple Queues  Interface Queues Queus Tres |G||e||eT3peB
47 Bidge (#-|[=] [v][x] ([ ][ =] [o][ 5¢] | 00 Reset Counters || 00 Reset All Counters | Find
=2 PPF |Name / | Type \Actual MTU |LfTx \Rx ||| [Name / | Parent |Packet Marks| Limit At (b... Max Limit ... Avg. Rate |Queued Bytes |Bytes  |Packets | ¥
“2 Mesh R 4ether Ethemet 1500 Obps 19.9 Mbps PBX_Traffic global 10.2 Mbps 0B 577.0ME 403324
— . ||R tisether2 Ethemet 1500 10.3 Mbps 1028 kbps B REST  PBX_Trafiic  restpackets 5M 10M 0.0 Mbps 132KEB 5379ME 376021
= R 4vetherd Ethemet 1500 102 8 kbps 263 8 kbps SVOIP  PBX_Trafiic  voippackets ™ 1M 240.0 kbps 39.1MEB 27302
22/ IPvé PR 4etherd Ethemet 1500 Dhps 0h
. - R #iectherh Ethemet 1500 0bps 0 bps
&4 Routing R 4ethers Ethemet 1500 D bps O bps Satsics | Satstcs |
iz System "R dvether? Ethemet 1500 Dbps Obps General = General e
R 4i#etherd Ethemet 1500 0 bps Obps : :
&8 Queues R dsdthad o 1500 Obos Obos Avg. Rate: |10.0 Mbps | Avg. Rate: |240.0kbps |
| Files R ##ether]l-Management Ethemet 1500 £9.7 kbps 14.1 kbps Awg. Packet Rate: 837 | Avg. Packet Rate: |20 |
.| Leg
. Radius Queued Bytes: |13.2 KiB | Queued Bytes: 0B |
& Tools P | | Queued Packets: |9 | Queued Packets: |0 |
. »
&l New Teminal :
._ ew Termina | 10items (3 selected) Bytes: |537.9 MiB | Bytes: |39.1 MiB |
| J Make Supout rif I:
@ Mo [Ol[x] Packets: |376 021 | Packets: |27 302 |
“ New WinBox Filter Rules NAT Mangle | Raw Service Ports Connections  Address Lists  Layer7 Protocols | | | |
Dropped: | 366 594 Dropped:§ 0
. e ll85e2 | | oo Reset Counters || o0 Reset All Counters = - =
= =] 7] | | | | | % mwl—l,—|
# | |Action |Chain Src. Address |Dst. Address |P./{C/in. Inter...|Out. Int.| |[Bytes  [Packets |+
. WVOIP RULES
0 # mark packet prerouting 10.100.0.100 205 MiB 14 333
1  # mark packet prerouting 10.100.0.100 20.5 MiB 14 333
. REST RULES
2 # mark packet prerouting 10.100.0.100 1258.8 MiB 880015




CASE 4

Testing wireless



Session  Settings  Dashboard

Ay Quick Set
1 CAPsMAN
¥ Interfaces
1 Wireless
Ef Bridge
=8 PPP

== Switch
“Ta Mesh
ks P

<" MPLS
ﬂ Riouting
System
e Queues
[ Files

o] Leg

L Radius
% Toals

Mew Teminal
=4 MetaROUTER

#Z Parition

| & Make Supout if

s e S

General Wirsless |HT HTMCS WDS Nstreme NVZ2 Advanced Status ...

Mode

Band

Channel Width
Frequency
551D

Scan List

Wireless Protocal:

Security Profile

- |station bridge =]
- | 2GHz-B/G/N [#]
- |20/40MHz Ce [#]
- 2422 | % | MHz
- | MumMilan |-
: |defauh || ¥ | ¥
Jany [E3
E |dass || ¥ |

Default Authenticate

Interfaces  Mstreme Dual Access List Heﬂiﬂlﬁﬂﬂﬂ|ﬂomectList Securty Profiles  Channels

=] 7] [o0 e |

\Radio Name + |MAC Address

| Interface | Uptime |F|.F‘

\W...|Last Activit...| Tx/Rx Signal ... | Tx Rate

R Rate

[O][x]
[+][=] =
| Address + | Network Interface | v
D T 192.168.85.254/24 152.163.88.0 wian1

$#+GCIBEBE... 6C:3B:6B:EE43:1

DHCP Client

wian

00:03:28 yes

no

0.000 -13/-21 120Mbps-... 54Mbps-4...

DHCP Client | DHCP Client Options
IE“E' @ | Release || Renew | Find
Interface ¢ |Use P... |Add D... |IP Address |Expires After | St
wian 1 yes yES 152.168.88.254/24 00:06:39 bounc

1 item




Session  Settings  Dashboard

o o] sttt | smon Fikinbir e

46 Quick Se Eele0e
1 CAPsMAN General Wireless | Bridge Forts | Fiters NAT Hosts
oK
%lme{fﬂces Mol |ap bridge p— | EE E
+ ‘;:':"355 Bai: [2GHz-B/G/N e | Interface + |Bridge [Priorty h... |Path Cost |Horizon |Role Root Pat..
iy BNage Apphy ::; defconf
=% PPP Channe! Widgh: |2ﬂf41]MHzCe [} erfe 10 disabled port
. Disabl
== Swich Frequenfly: |auto e | 80 10 designated pot
%12 Mesh ssip: | MumMilan Commert |
= P ¥ Scan Ligt: |defa|.|ft Advanced Mode |
' MPLS ) Wireless Protodl: [802.11 Torch |
g 2"”""‘-‘ i Securty Proffe: |profile WPS Accept |
® Qﬁtm WPS Mof: |disabled Sean |
Leues
[ Files Bridge Mo Freq. Usage... |
..l Leg VLAN Mog: Align.. | Zitems (1 selected)
. Radius vian b |1 —
Koo #=lv]xl a7 =
@] New Teminal Default AP T : + | Network Interface A
P4 MetaROUTER | Defaut Client T Rate: 192168820 bridge
"m Partition
. , Default Authenticate
| & Make Supout rf
Default Forward
ﬂ' Manual )




BIE =
A5 Quick Set (=113

L CAPsMAN Test ID:
¥ Intefaces
L Wireless
Ef Bridae
=% PPP Latency Distibution Samples:
= Switch Latency Distrbution Measure Interval:

“Ia Mesh
lzss| P

<" MPLS
ﬁ Routing
System

’ Queues Protocal:

Files
oy Packet Size:
|| Leg

-
e
-
. Radius Remove FPS: I:l -
re
-
e
-

Latency Distribution Ma.:
Stats Samples To Keep:

Mame: |strl K

Default Port: |dynamicl Cancel

Apply

e e e

Disable eface:

Gateway Packet Size:

MBFS:

flele e

A Tooks ¥ IPID: | | & ' meps: [ |
. — T Template: ud

New Temia[orning — s Temwite: b 7] erersie: [

# MetaROUTER \enabled

#Z Partition

| 4 Make Supout rif

& Manual

TTL: |

Assumed Src.: |192.168.88.254 |

1item (1 selected)

Assumed Dst |

Traffic generator




Session  Settings Dashboard

A Quick Set =1|E3
5 CAPsMAN Test ID. _ Latency Uistrbution (Hunning)
B Latency Distribution Max.: us | oK ‘ Stream ID: @
I Wircless .
- Stats Samples To Keep: | Cancel ‘ Port: |purt'|
Es Bridge S i |_|
| iy ‘ EQUENCE:
=g PFP Latency Distribution Samples:
== Switch Latency Distribution Measure Interval: | Quick: Start ‘
1% Mesh i I # ||Latency Court  ©|Share (%)
= |p ¥ 64 0-1.73s 1702 100.000 I—
27 755ms-783ms 475 27.508
- St
< MPLS  Steams |Pots | Raw 26 727ms-T55ms 351 20622
38 Routing |- E | Latency Dstrbution | N 25 639msT27ms 176 10.340 |
11 308ms-336ms 159 5341 W
System Iy ts  |Fx Rate Lost Packets | Lost Rate Lat. Min. Lat. Avg.  |Lat. Max.  |Jtter | B 24 £71ms-699ms 138 82102
! Queuss 0 15414 5.9 Mbps 1702 871.4 kbps 17 712 5.0 Mbps 6.44ms 554ms T7éms 766ms 5 140ms-168ms 18 6332 [
' n1 e 3657 1852 8 kbps 15 833 8.1 Mbps 112ms 325ms B7bms 463ms 20 555me-527ms 106 62270
[.] Files 3 0 15 53 9.9 Mbps 1015 521.7 kbps 13 512 9.4 Mbps 138ms 366ms 9368ms 831ms 17 336mse-364ms 87 5111 [
| Log 4 0 19532 10.0 Mbps 653 334 3 kbps 18 879 5.6 Mbps 9594ms 1.25s 1.73s 737ms 0 0-28ms 63 3701
5 1] 15531 5.9 Mbps 1552 754 & kbps 17579 5.2 Mbps 738ms 1.03s 141s 668ms 2 B5.9ms-83 9ms 26 1527 |
A Radius 6 0 19531 9.9 Mbps 1077 551.4 kbps 18 454 5.4 Mbps 836ms 1.04s 1.38s 543ms 1 2%ms-55 Sms 3 0176
x Toals M7 0 15532 10.0 Mbps 518 470.0 kbps 18614 5.5 Mbps 1.24s 1.53s 1.75% BB 7ms 36 1.01s-1.03s 0 0.000
. 8 0 13 531 3.9 Mbps 1270 650.2 kbps 18 261 5.3 Mbps 549ms 310ms 1.89s 1.34s 37 1.02=-1.06s 0 0.000
New Temminal 9 0 15532 10.0 Mbps 2205 11289 kbps 17 327 8.8 Mbps 44 5ms B65ms 1.51s 1.46s 98 1.06s-1.0%s 0  0.000
= MetaROUTER 10 0 19 531 9.9 Mbps 11845 6.0 Mbps 7636 3.9 Mbps 2.22ms 70.7ms 223ms 215ms 95 1.0%-1.17%s 0 0.000
S— 1 0 13 531 3.9 Mbps 16 647 8.3 Mbps 2884 147665kbps 7.6ms 39.7ms 161ms 153ms 40 1.12=-1.15e 0 0.000
#5 Parition 12 0 15531 9.9 Mbps 14 706 7.5 Mbps 4825 2.4 Mbps 7.95ms 44 Bms 147ms 13%ms : =-1 17z 0 .00
| J Make Supout rif 13 0 15 531 9.9 Mbps 16 328 2.3 Mbps 3203 1639.5kbps 6.57ms 36.2ms 167ms 160ms . 15125 0 OO0
14 0 19532 10.0 Mbps 16226 8.3 Mbps 3306 1692 6kbps 5.92ms 37.9ms 150ms 184ms A4 1.2%-1.76s 0 0.000
€@ Manual 15 0 19 531 9.9 Mbps 19087 9.7 Mbps 444 2273 kbps 6.59ms 23.9ms 76.3ms 69.7ms 45 1.7Rs-1.79 0 0.000

Stats




Session  Settings  Dashboard

T

A& Quick Set [Tllx] m]|E3 ; :
_ Latency Distribution (Running)
4 CAPsMAN Test ID: Mame: |strl 0K
¥ Interfaces Stream 10 |E | - Start
Latency Distribution Max.: ‘ QK | Default Port: |dynamicl Cancel —
1 Wireless — Port: |port1 || ¥ | N Stop
— Stats Samples To Keep: ‘ Cancel | Part: |port1 |L| - Apply
A Dndge Sequence: |1
=g PFP Latency Distribution Samples: ‘ Apply | Disable
= Switch Latency Distribution Measure Interval: |0-1.79s ‘ Quick Start |
H
= | Start | e
& IP I | — | 0 0-28ms .

% [~ = 1 28ms-55.9ms 3 37500 N
o M [ - | 1] T Template: udp =] 2 559ms-83 9ms 2 25000 N
4 Routng 1 36 101103 0 0000
System M s v '

& Guoues reams | Pors Faw 33 1.06s-1.09 0 0000

7| | Latency Distibusion S 39 10 0 0000

[ Files —. 40 1.12s-1.15s 0 0.000

% [ aChel b Rate Rx Packets Fx Rate Lost Packets | Lost Rate Lat. Min. Lat. Avg. Lat. Max. |-_|'rl'ter 41 1.15s-1.17= 0 0.000

.. Leg 83 596.0 kbps g 56.0 kbps 75 500.0 kbps 716us 39.3ms 7Bms T73ms ||| 42 1175125 0 0.000

.@ Radius : 996.0 kbps & 720 kbps 7 924 0 kbps 1.46s 1.72s 1.81s 34dms A4 1779176 0  0.000

N 3 0 83 596.0 kbps 0 0 bps 83 596.0 kbps 45 126s-1.79 0 0.000

A Tools 4 0 84  1008.0kbps 22 264.0 kbps 62 744 Okbps 2.525 2.66s 2.78s 251ms 46 1.2%9s-131s 0 0.000

Mew Teminal 5 0 83 956.0 kbps 38 456.0 kbps 45 540.0kbps 3.37s 3625 3.98s 607ms 43 17s-17% 0 0.000
@ MetaBOUTER & 0 &4 1008.0kbps 28 336.0 kbps 56 672.0kbps .69 3.85s 4.02s 325ms 47 1.31=-1.3%4s 0 0.000 =

¢ s 7 0 83 996.0 kbps M 408.0 kbps 45 588.0kbps 11.1ms 205ms 392ms 381ms 48 134s-1.37s 0 0.000

'3 Partition g 0 83 596.0 kbps 96  1152.0kbps -13 156.0 kbps 137ms 659ms 1.14s s 45 137s-14s 0 0.000

% Make Supout rf 9 0 &4 1008.0kbps 0 0 bps &4 1008.0kbps 51 1.4%-145s 0 0.000
Ly IS SUPOLLT 4 0 83 996.0kbps M 408.0kbps 49 588.0kbps 1.44s 168 2.03s 584ms ||| 53 1 45c1 4% 0 0000
& Manual 1A 0 83 596.0 kbps 0 0 bps 83 596.0 kbps 53 1.4Bs-151s 0 0.000
e I G iw K 0 KOs ahle I i O = = O /S La¥ = E A L. o [




CASE 5

Injecting pcap



What is pcap?




How can | generate pcap
captures?




dm @ LRREBEQRe==F iEEBEaaaH
(N |Ap|:||'-r' a display filter ... <Ctrl-/= =3 '] Expression...
Mo. Time Source Destination Protocol  Length Info

13@ 7.. 192.168.56.182 192.168.56.1 TCP 1112 3291 + 49249 [PSH, ACK] Seq=28631 Ack=2282 Win=2113 Len=1858

131 7.. 192.163.56.3 192.168.56.1 TCP 498 3291 + 49235 [P5H, ACK] 5eq=31866 Ack=2876 Win=581 Len=348

132 7.. 192.163.56.3 192.168.56.1 — - - - - : - -

133 7. 192.168.56.3 192.168.56.1

134 7.. 192.163.56.3 192.168.56.1

135 7.. 192.168.56.102 192.168.56.1 Guardaren: [l Escritorio Q¥ Er

136 .. 192.168.56.3 192.168.56.1

e

= )

Frame 1: 1514 bytes on wire (12112 bits), 1514 b b 'B_lblmtecas _ Grupo en el hogar

. o . MR e BT . - . Carpeta de sistema Carpeta de sistema
Ethernet II, Src: PcsCompu_54:a6:ct (88:88:27:5400 Sitios recientes
Internet Protocol Version 4, Src: 192.168.56.182 )
Transmission Control Protocol, Src Port: 8291, D - Jose Manuel Roman " Equipo
Data (1468 bytes) Carpeta de sistema | (Carpeta de sistema

Eccritorio |
Downloads

, Red P
[ - . Acceso directo
Carpeta de sistema 980 bytes

Bibliotecas

Ay

Equipo

@

Red

Nombre: capture| Guardar

Tipo: Wireshark/... - pcapng (" pcapng;” pcapng.gz;” ntar,"ntz « Cancelar

Ba @@ 27 o8
@5 dc b4 Se Fyuda
38 81 28 63

B8 41 a9 66 [ Compress with gzip

B2 68 68 B8
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w| Hide Pass

Traffic Generator Settings
Test 1D:
Latency Distribution Mz

Stats Samples To K

Latency

Distribution Measure Interval:

Running: no
- 3 b-proogy store
Vin " 3 item: Wi 0 MiE used
&) Manual
B Ext

Inject pcap




Settings Dashboard
Safe Mode | Session:|192.168.4.1
& Ouick Set
1 CAPsMAN
| Intefaces

Gened | Streaming  Filter 2 Backup || Restore Upload

Memory Limi:

_ 1 | capture
General | Advanced
: | 1000
Ping To:
Inteface:
ARP Ping
Paciet Count:

Timeout

10.8 WMiB of 16.0 MiB used

1=
g.
=1
3

ot | Dst. Address Dst. Port | Prot
10.00.1 204,
10.0.0.1
10.00.1
10.00.1
10.00.1
10.00.1
10.00.1
10.0,
10.00.10

¥ Partttion

= Make Supout nf

Oms
@ MNew WinBox [ Oms
Tms
Oms
Oms

== 00" - === = =4

+
Iof 49packetsre.. |36% packetloss  |Min:Oms  |Awg: Oms  |Max: Tms




\ 3dmin@192.1684 e i
Session  Settings Dashboard

General | Streaming  Fiker g i Backup Restore Upload...

Type

Mernory Limit- | 100
fie

Only Headers

Gereral | Advanced
Fing To: [10.0.0.1
[ Packets Speed Mubipler
ARP Ping | Connections
Packet Count: Reration
Timeout: | 1000 o Tx Packets
T Bytes

10.8 MiB of 16.0 MiB used

R Tools ! Y ' Intertace Direction |Src. Address Dst. Port |Prot... IP Pr...
| New Teminal
#. MetaROUTER 3310001
: 40 10.0.0.1
€ Patiion 4110001
42 10001
4310001

& New WinBox

E &

Avg: Oms




Conclusion
E——————— . W






Grazie mille!

Jose.roman@fibercli.com



